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1. Introduction
This manual covers the technical connection procedure for connecting gaming machines (AWP) to The Danish Gambling Authority’s monitoring system. 
1.1. The connection procedure
To pass the technical connection procedure, the casino must complete and pass a number of test cases within the following areas:
1. SAFE

2. Standard Records
3. Tamper Token
4. End-to-end in test environment
The Danish Gambling Authority must verify that all test cases have been completed for the casino to have passed the connection procedure. 
The procedures regarding SAFE, Standard Records and Tamper Token are mutually independent. It is, for example, possible to complete all test cases regarding Standard Records although the test cases regarding SAFE or Tamper Token have not been completed. 
To begin the test cases under area 4 - End-to-end – requires that the areas regarding SAFE, Standard Records and Tamper Token have been completed and approved. 
Test cases regarding SAFE are described in section 2, test cases regarding Standard Records are described in section 3 and test cases regarding Tamper Token are described in section 4. Final approval is described in section 5. 
1.2. Timetable for the connection procedure
The casino must comply with the following milestones for the connection procedure. 
· 9th of November: 
Deadline for completion of at least one of the four areas stated above. 
· 16th of November: Deadline for completion of at least two of the four areas stated above.
· 23rd of November: Deadline for completion of at least three of the four areas stated above.

· 30th of November: Deadline for completion of all four areas stated above.

· 5th of December:
Deadline for connecting to the production system and transferring production data to The Danish Gambling Authority’s monitoring system.
· 5th of December – 31st of December: Pre production – possibility of identifying errors in production before the law becomes effective on the 1st of January 2013. 
· 1st of January: Production and the law becomes effective.

If the casino does not expect to be able to comply with the timetable, the casino must forward an alternative plan, which The Danish Gambling Authority must approve. 
2. SAFE

Each casino must have a data store called SAFE to make Standard Records accessible to The Danish Gambling Authority. To complete the connection procedure The Danish Gambling Authority must be able to access the casinos SAFE and retrieve data. The Danish Gambling Authority will complete a test to see if it is possible for The Danish Gambling Authority to access SAFE, and verify the folder structure on SAFE. 
2.1. Test case 1: Establish SAFE with correct FTPS set-up and certificate
The Danish Gambling Authority must have access to the casinos SAFE, which is accessed with FTPS. To access SAFE The Danish Gambling Authority needs some information from the casino. For that purpose a form has been made, enclosed as appendix 1. 
The casino must fill in the form in appendix 1 and forward it to The Danish Gambling Authority. 
2.1.1. The Danish Gambling Authority’s verification of completed test case
The Danish Gambling Authority will establish the casinos SAFE in the monitoring system and complete a test of the access to SAFE. If the test cannot be completed correctly, the casino is informed with the cause of the rejection. Then the casino can correct the errors and the test can be completed again. The Danish Gambling Authority will communicate any errors to the contact person stated in the form. 
	Pre-condition
	The casino has forwarded a filled in form from appendix 1 regarding SAFE and informed the Danish Gambling Authority that SAFE is ready to be tested. 

	Post-condition
	The Danish Gambling Authority has completed a test of the access to SAFE with success.


2.2. Test case 2: Correct folder structure
For The Danish Gambling Authority to be able to find the zip-files on SAFE, the casino must establish the correct folder structure on SAFE, cf. the requirements in the document ”Instructions for technical requirements for casinos”. 
2.2.1. The Danish Gambling Authority’s verification of completed test case
The Danish Gambling Authority will access SAFE and verify that the folder structure is correct. 
	Pre-condition
	The casino has passed test case 1 and informed the Danish Gambling Authority that the folder structure on SAFE is ready to be tested. 

	Post-condition
	The Danish Gambling Authority has verified that the folder structure on SAFE is correct. 


3. Standard Records

To complete the connection procedure each casino must pass a number of test cases to show that data can be produced correctly. 
3.1. Test case 3: Schema valid data

The casino must forward data according to the requirements listed below. Data can be forwarded by e-mail or stored on SAFE, if the casino has passed test case 1. In the last-mentioned case the casino must inform The Danish Gambling Authority, when data is stored on SAFE. 
All casinos must forward the following test data:

· KasinoSpilleautomatTransaktionStruktur

· Test data corresponding to 3 hourly readings from 5 gaming machines (AWP). 
Casino Copenhagen must forward data from all the casinos participating in the Casino Danmark Jackpot. Therefore Casino Copenhagen must forward the following test data:

· KasinoSpilleautomatJackpotStruktur

· Test data corresponding to the following must be forwarded:

· Hourly readings of the jackpot for at least 6 gaming machines (AWP), divided between at least 2 casinos. 
· Prize payout of the jackpot.
· The start-up of a jackpot (can be forwarded with the jackpot prize).
3.1.1. The Danish Gambling Authority’s verification of completed test case

The Danish Gambling Authority verifies that the forwarded test data is complete and that data is schema valid. 
	Pre-condition
	The casino has forwarded the required data.

	Post-condition
	The Danish Gambling Authority has verified that data is schema valid.


3.2. Test case 4: Data for one day from a test-environment
The casino must forward data as listed below. Data can be forwarded by e-mail or stored on SAFE if the casino has passed test case 1. In the last-mentioned case the casino must inform The Danish Gambling Authority, when data is stored on SAFE.
All casinos must forward the following:
· Data for one day from a test system, reported with the Standard Record KasinoSpilleautomatTransaktionStruktur.
Casino Copenhagen must forward as follows for Casino Danmark Jackpot:

· Data for one day from a test system, reported with the Standard Record KasinoSpilleautomatJackpotStruktur. 

3.2.1. The Danish Gambling Authority’s verification of completed test case

The Danish Gambling Authority verifies that data can be loaded in the monitoring system. 
	Pre-condition
	The casino has forwarded the required data.

	Post-condition
	The Danish Gambling Authority has loaded data in the monitoring system.


4. Tamper Token

Tamper Token is a security solution to ensure integrity of data. The casino must demonstrate a correct use of Tamper Token to start production.
4.1. Access to the Tamper Token system
A casino that wishes to access Tamper Token must contact The Danish Gambling Authority on tekniske.spm@skat.dk. Casino name, contact person, e-mail and contact persons phone number must be informed. 
After receiving application for access to Tamper Token, The Danish Gambling Authority sets up the casino in the system and issues user name and password. 
4.1.1. Endpoint to service in The Danish Gambling Authority’s test environment
Below is listed the endpoint to the Tamper Token service in The Danish Gambling Authority’s test environment. The service is reached via the internet. When the casino has completed the connection procedure, The Danish Gambling Authority communicates endpoints to the production environment. 
The Tamper Token service in The Danish Gambling Authority’s test environment:

https://213.174.72.41:7002/TamperTokenAnvend/TamperTokenAnvendService 

To avoid certificate errors the URL below can also be used. It points to the same service:

https://rofusdemo.spillemyndigheden.dk:7002/TamperTokenAnvend/TamperTokenAnvendService  

4.1.2. The casinos connectivity test

The casino can complete a connectivity test as described below. The test does not have to be verified by The Danish Gambling Authority. 
1) The endpoint is entered in a browser as described below::

a. https://213.174.72.41:7002/TamperTokenAnvend/TamperTokenAnvendService?wsdl
b. Alternative: https://rofusdemo.spillemyndigheden.dk:7002/TamperTokenAnvend/TamperTokenAnvendService?wsdl   

2) A login screen is opened in the browser and the casino enters the user name and password  issued by The Danish Gambling Authority
3) If the connectivity test is successful the wsdl file is shown in the browser.

	Pre-condition
	The casino has received user name and password from The Danish Gambling Authority. 

	Post-condition
	The casino sees the wsdl file in the browser.


4.2. Test case 6: Call TamperTokenHent and TamperTokenLuk in correct order
In appendix 2 a process for testing TamperTokenHent and TamperTokenLuk is desrcibed. The casino must complete the process and report responses and any remarks regarding the test. A failed test should be tested again 3 times to see if the error is general or sporadic. This is noted in the remark space.

After the test the filled in form must be returned to The Danish Gambling Authority for approval. The form can also be e-mailed to tekniske.spm@skat.dk. If any errors occur during the test, these must be solved by the casino or by The Danish Gambling Authority, and a new test without errors must be completed. This procedure must be individually agreed between the casino and The Danish Gambling Authority.

To understand how Tamper Token works, the casino can try out the test cases in SoapUI or a similar tool. 
For the casino to pass the test, the casino must forward the log from the casinos gambling system (e.g. test environment), which shows the required service calls and responses. 
4.2.1. The Danish Gambling Authority’s verification of completed test case
The Danish Gambling Authority evaluates the casino’s test based on the filled in test form.
	Pre-condition
	The casino has received user name and password.

	Post-condition
	The casino has completed the tests, registered and forwarded the results in the form, enclosed the log from the casinos gambling system with service calls and responses, and The Danish Gambling Authority has approved the results. 


4.3. Test case 7: Naming zip-file and xml-files
The casino must forward a zip-file to The Danish Gambling Authority with correct naming of the zip-file and xml-files. The zip-file must be forwarded by e-mail or placed on SAFE, if test case 1 as been passed. In the last mentioned case the casino must inform The Danish Gambling Authority, when data is stored on SAFE. 
4.3.1. The Danish Gambling Authority’s verification of completed test case

The Danish Gambling Authority verifies that the zip-file and the contained xml-files are named correctly.

	Pre-condition
	The casino has forwarded a zip-file with data.

	Post-condition
	The Danish Gambling Authority has verified that the naming is correct.


4.4. Test case 8: Calculate MAC

The casino must forward a zip-file to The Danish Gambling Authority with a correct calculation of MAC. The zip-file must be forwarded by e-mail or stored on SAFE, if test case 1 has been passed. In the last mentioned case the casino must inform The Danish Gambling Authority, when data is stored on SAFE 
4.4.1. The Danish Gambling Authority’s verification of completed test case
The Danish Gambling Authority verifies that the MAC code for the zip-file has been calculated correctly.

	Pre-condition
	The casino has forwarded a zip-file and closed a matching token with correctly calculated MAC value.

	Post-condition
	The Danish Gambling Authority has verified that MAC is correct.


5. End-to-end in test environment
The casino must demonstrate an end-to-end test, where data correctly packed with Tamper Token is stored on SAFE.
5.1. Test case 9: Storing a zip-file on SAFE with correct Tamper Token and data from a gaming machine (AWP)
After passing test case 1-8, the casino must complete an end-to-end test, where the casino demonstrates as follows:

1) Collecting a Tamper Token

2) Storing data on SAFE

3) Closing a Tamper Token

5.1.1. The Danish Gambling Authority’s verification of completed test case
The Danish Gambling Authority will verify that the test case has been completed by:
1) Retrieving zip-file on the casinos SAFE

2) Verification of MAC calculation
3) Loading of data

4) Verification of data

	Pre-condition
	The casino has closed a token with matching zip-file stored on SAFE.

	Post-condition
	The Danish Gambling Authority has verified data.


6. Final evaluation
When the casino has passed all tests, The Danish Gambling Authority will complete a final evaluation. The Danish Gambling Authority reserves the right to ask for further tests. After the final evaluation the casino is set up in the production environment for Tamper Token and a message is given to the casino, that the technical connection procedure has been completed.
Appendix 1: Form for test case 1
This appendix contains the form which the casino must use when communicating information about SAFE. The form is filled in by the casino and forwarded to The Danish Gambling Authority. By default The Danish Gambling Authority expects one SAFE per casino. However, The Danish Gambling Authority can authorize several SAFEs per casino. If wanted, the casino can contact The Danish Gambling Authority with the number of SAFEs and reason. If the application is granted a corresponding number of the form shown below, must be filled in. 
Please be aware of requirements regarding certificates, including allowed certificate issuers, and opening of SAFE for the access from The Danish Gambling Authority’s ip-addresses. Further information can be found in the document “Instructions for technical requirements for casinos”.

The casino must specify the casino name, and name, phone number and e-mail address of the contact person, The Danish Gambling Authority can contact, if there are problems accessing SAFE. Ip-address, user and password, which The Danish Gambling Authority must use when accessing SAFE, must be specified. 
	General information

	Casino name:
	

	Contact person name:
	

	Phone number:
	

	E-mail:
	

	Casino test environment

	SAFE IP-address:
	

	Port:
	Pre-defined by The Danish Gambling Authority. See the document ”Instructions for technical requirements for casinos”.

	User name for SAFE:
	

	Password for SAFE:
	

	Casino production environment

	SAFE IP-address:
	

	Port:
	Pre-defined by The Danish Gambling Authority. See the document ”Instructions for technical requirements for casinos”.

	User name for SAFE:
	

	Password for SAFE:
	


The Danish Gambling Authority states which Tamper Token user name is related to SAFE in respectively test and production and communicates this to the casino. There can only be one SAFE per Tamper Token user name (it is, however, possible to have several Tamer Token user names per SAFE). 

Appendix 2: Form for test case 6
This appendix contains the form with the test process, which the casino must complete to pass the testing of Tamper Token. There is no test data, because the tester must get a start token, pack their own gambling data and close the token. As stated in the form, this must be repeated 6 times. The packages must be zipped and stored on SAFE (or sent by e-mail), for The Danish Gambling Authority later to get the files. Received output and any remarks and errors are noted in the table.

The test is conducted with a token frequency of one hour. This means that the token must be closed again within one hour after retrieving the token.
Received output and any remarks and errors are noted in the table.
When all tests have been completed and output and any remarks are noted, the form must be returned to The Danish Gambling Authority.

	#
	Test action
	Expected output*
	Received output
	Any remarks and errors

	1
	Get token 1 with TamperTokenHent 
	1
	 
	 

	2
	Pack gambling data with token 1 - frequency 1 hour
	 
	 
	 

	3
	Get token 2 with TamperTokenHent 
	1
	
	 

	4
	Change packing of gambling data to token 2 - frequency 1 hour
	
	
	 

	5
	Close token 1 with TamperTokenLuk
	2
	
	 

	6
	Get token 3 with TamperTokenHent 
	1
	 
	 

	7
	Change packing of gambling data to token 3 - frequency 1 hour
	
	
	 

	8
	Close token 2 with TamperTokenLuk
	2
	 
	 

	9
	Get token 4 with TamperTokenHent 
	1
	
	 

	10
	Change packing of gambling data to token 4 - frequency 1 hour
	
	
	 

	11
	Close token 3 with TamperTokenLuk
	2
	
	 

	12
	Get token 5 with TamperTokenHent
	1
	 
	 

	13
	Change packing of gambling data to token 5 - frequency 1 hour
	
	
	 

	14
	Close token 4 with TamperTokenLuk
	2
	 
	 

	15
	Get token 6 with TamperTokenHent 
	1
	
	 

	16
	Change packing of gambling data to token 6 - frequency 1 hour
	
	
	 

	17
	Close token 5 with TamperTokenLuk
	2
	
	 

	18
	Close token 6 with TamperTokenLuk
	2
	 
	 


	*Expected output - Tamper Token

	1
	TamperTokenID, TamperTokenStartMAC, TamperTokenUdstedelseDatoTid, TamperTokenPlanlagtLukketDatoTid.

	2
	Token is now closed
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